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Preface

[HELVETICA FONT]

Used to indicate keys to be pressed. For example, press [RETURN].

Couri er Font

Used to indicate entries to be typed at the keyboard, UNIX
commands, titles of windows and dialog boxes, file and directory
names, and screen text. For example, execute the following
command:

tar xvf /dev/rm/3mm

"Quotation Marks"

Used to indicate prompts and messages that appear on the screen.

Italics

Used for emphasis.
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1. Introduction

The COERmtInstall tool is the Defense Information Infrastructure (DI1) Common Operating
Environment (COE) remote installation tool. Thistool is normally selected from the System
Administration menu bar asthe Renot e Segment | nst al | er option, but it may also be invoked
from the command line. The COERmtInstall tool can be used in either a“push” or a“pull” mode.

The remote installation push operation involves the transfer of one or more segments from the
source site [e.g., Operational Support Facility (OSF)] across the network to the target site. The
selected segment(s) either can be loaded on the network installation server or installed directly on
the target machine. In the push mode, the operator is at the source site.

The remote installation pull operation involves an operator at the target site requesting the
transfer of one or more segment install file(s) from the source site across the network to the target
site. Pull mode operation has a Worldwide Web (WWW) interface intended for ease of use. The
selected segment(s) either can be loaded on the network installation server or installed directly on
the source machine.

1.1 Enabling the Remote Segment Installer Segment

The DIl COE kernel must be loaded at the target site before the Remote Segment Installer
segment can be used. The following basic setup issues must be resolved:

C Theaccount used when running the Remote Segment Installer must have
permission to create and write to the network installation server directories (e.g.,
/ h/ NET_SERVER / hone2/ NET_SERVER) and / h/ dat a/ gl obal / SysAdm In addition, root
must be able to read/write to these directories for segment to be installed remotely.

C Thenetwork installation server directory must be shared. The following line must be
inthe/ et c/ df s/ df st ab file for Solaris:

share -F nfs [name of drive]

The directory name must be listed inthe/ et c/ export s file for HP. If the directory is not
shared, use the Di sk Manager option to share the installation server directory. Refer to
the DIl COE System Administrator’ s Guide (HP and Solaris) for more information about
using the Di sk Manager option.

C Theworking partition must be large enough to hold the necessary segment
installation files. Total disk space required istwo to three times the size of the segment
installation file.
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1.2 Installing the Remote Segment I nstaller Segment

The system administrator must ensure that the system is correctly loaded with the DI COE
Version 3.0.0.3 before loading the Remote Installer Version 2.0.0.0 segment. The Remote
Segment Installer segment can then be installed using the Segment 1 nst al | er option from the
Sof t war e pull-down menu. Reference the DIl COE System Administrator’s Guide (HP and
Solaris) for more information on installing the Remote Segment Installer segment.

NOTE: A Netscape segment needs to be loaded before the COERmtInstall tool can be
installed. The Netscape segment is required by the Remote Segment Installer segment for
graphical pull operations.

13 Security M easures

The COERmtInstall tool provides several security measures (e.g., encryption, passwords,
anonymous FTP) to protect segment transmission and to prevent unauthorized access to the
repository or atarget site.

NOTE: No encryption is available for anonymous FTP. Encryption must be enabled at the
source Site by using a Netscape server with Secure Socket Layer (SSL) support.

14 Additional Sources of Information

Reference the following documents for more information about the Remote Segment Installer
segment:

C Defense Information Infrastructure (DI11) Common Operating Environment (COE)
Integration and Runtime Specification Version 2.0, DIl COE I1&RTS:Rev 2.0,
Inter-National Research Institute, October 23, 1995

C Defense Information Infrastructure (DI11) Common Operating Environment (COE)
Programming Guide (HP and Solaris) FINAL Version 3.0.0.3,
DI1.3003.Final.UNIX.PG-1, Inter-National Research Institute, October 29, 1996

C Defense Information Infrastructure (DI11) Common Operating Environment (COE)
System Administrator’s Guide (HP and Solaris) FINAL Version 3.0.0.3,
DI1.3003.Final.UNIX.AG-1, Inter-National Research Institute, October 29, 1996.
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2. COERmtlInstall Operation

2.1 Push M ode

The remote installation push operation involves the transfer of one or more segments from the
source site [e.g., Operational Support Facility (OSF)] across the network to the target site. The
source sSite can also be called the repository site. Segment transfer from a source to atarget sitein
push mode is accomplished using a command line interface. In the push mode, the operator is at
the source site.

The syntax is

COERnt I nstal |l <-s|-i> <hostname> <fil enara>

where COERnt | nst al | isthe Remote Segment Installer tool name, -s and -i are supported
parameters, host name is the hostname or Internet Protocol (IP) address of the target machine,
andfi | enane isthe full path of the segment installation file that isto beinstalled. The-s and - i
parameters are mutually exclusive and may not be used to perform a pull mode segment transfer
or to perform remote deinstallation. In addition, a hostname and a filename must be specified for
push mode operation.

The - s parameter sends the designated file across the network to the target site and loads it on
the network installation server only. The COEIlnstaller is launched on the target machine to allow
the operator from the source site to load the segment on the network installation server.

The -i parameter sends the designated file across the network to the target site and then
launches the COEInstaller tool on the target machine to allow the operator from the source site to
perform an actual installation on the target machine.

For example, consider installing segments contained in afile named Net scape. t ar underneath
the/ home10/ f t p/ pub/ Renot el nst al | directory to the network installation server on aremote
machine named j def t est . j def. A valid command is

COERntInstall -s jdeftest.jdef /honmelO/ftp/pub/Renotelnstall/netscape.tar

The operator would then receive a prompt to enter a user name and password.

NOTE: A password isrequired.
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After the operator enters a valid user name and password, a series of messages appears, such as.

Checking remote systemtype...
Attenpting to get free space fromrenote machine. ..
Free Di sk Space on Renote Machi ne 255428 KB

Installing Segment
This can take a while -- please be patient.
Sending file:
100% O
2447360 bytes sent

Net scape. t ar
in 2.19 seconds, 1.06 MB/s.

Formatti ng segment
*** Renpte Install

on rempte machine. ..
Compl eted ***

—=—=—====—=====—=========—===============> 2447360 bytes_

File [/homel0/ftp/ pub/ Renot el nst/ Net scape.tar]

ETA: 0: 00

At this point, the COElnstaller launches on the target machine. If the operator plansto load the

segment on the network installation server (asindicated by the - s parameter)
launches on the target machine and echoes the Segnent I nstall ation Ser

, the COElnstaller

ver window to the

source machine (Figure 1). The operator can then load the segment on the network installation
server. If the operator plans to install the segment on the target machine (asindicated by the - i

parameter), the COEIngtaller launches on the target machine and echoesthe |

nst al | er window

to the source machine (Figure 2). The operator can then install the segment on the target machine.

Refer to the DIl COE System Administrator’s Guide (HP and Solaris) for more information

about loading and installing segments.

=] [E=
File Sowrce Installed Contents Holp
Source Available Disk
Disk | Actual | Available | Selected I Res
Host: REMOTE 199,165,147,84
Devices AT ~h 367,88 MB 269,16 MB 0,00 MB
~home2 535,07 MB 416,55 MB 0,00 MB 1:
Zhome3 63,85 MB 13.16 ME 0,00 MB
Select Source Read Contents
-] 1 =
egments Currently Loaded On Thiz Hetwork Serve
Tupe Mame Wersion Class Size Disk —
iy
Select Software To Load
Type Mame Version Class  Size Tisk
Sl JHPS 1.0.0.1 il 133,88 MB “h =
ACCTGRP GCCS COE 1.0.0.1 il 0.49 HE “h
T T T+ T - A L T T, B, B | (N} T - | =] Al
| T =
S 2] M S I
| Exit |

Figure 1. Segment Installation Server Window
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BE

File Source Disks Installed Contents Halp
Source Available Disks
Disk | Actual | Available | Selected | Reserved
Host: LOCAL jots13
Device: DAT / | 335.80mMB | 183.47MB | 0.00MB | 152.33MB
Select Source | Read Cuntentsl
] =
Disk Manager .. Ressived Bpacs
Currently Installed Seg 1ts
Type Name Version Class Size
S/ Test Segment 1.0.0.0 u 0.01 MB ﬁ
sS/w COE Component Parent 2.0.0.0 u 2,93 MB .
Haloass Motss Dednsial $§<>?"éw<§z'e|
instel | Cancel

Figure 2. Installer Window

2.2 Pull M ode

The remote installation pull operation involves an operator at the target site requesting the
transfer of one or more segment install file(s) from the source site to the target site.

Pull mode operation has a WWW interface intended for ease of use.
221  Graphical Pull

Segment transfer from a source to atarget site in pull mode can be accomplished using a graphical
user interface (GUI). First, aWWW server must be set up on the server machine and the
Netscape segment must be installed on your local workstation in order to use the GUI.

Follow the steps below to run the Remote Segment Installer to download segmentsin pull mode:

STEP1: Logon tothemachine. Log inwith a sysadmin account and password at the
prompts.

STEP2: Executethe Remote Segment Installer. The System Administration menu bar
appears. Select the Renot e Segnent | nst al | er option from the Sof t war e pull-
down menu, or double-click onthe Renot e I nstal | er icon.

STEP 3. View alist of hosts. The REMOTE | NSTALL window appears (Figure 3). The word

<NONE> appears in the HoST data entry field. Click on the HOST button.
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|

_

|

HDST:I| itestS.dev.rst.inri.

CONNECT| EXIT

Figure 3. REMOTE INSTALL Window

NOTE: If thisisthefirst time you have used the Renpt e Segnent | nstal | er option, you
must enter a valid host name or | P address of the host machine in the HosT field. Each host you
enter in this field will become a valid selection for future installations.

STEP4: Select ahost. The SELECT HOST window appears (Figure 4). This window
displays alist of remote serversthat act as hosts. Click on a host to highlight it and

click on the oK button.

|

HOSTS:

testS.dew rstinri.com
blowfish.dewrstinri.com

oK | cance

Figure 4. SELECT HOST Window

STEP5: Connect tothehost. The REMOTE | NSTALL window reappears (Figure 2). The
selected host appears in the HOST data entry field. Click on the CONNECT button. A
dialog box appears stating that a connection is being made to the selected host.

STEP6: Accept the terms of the Netscape license agreement. The Net scape: Li cense
Agr eement screen appears. Click onthe Accept button.
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STEP7: Determinethe segmentsfor which you want information. The Net scape:
SDMS Honme Page Screen appears, which displays the Software Distribution and
Management System (Figure 5). This screen alows you to search for a specific
segment file by segment name, version number, and/or hardware type. If you want
to view all segment files, proceed to STEP 8. If you want to select particular
segment filesto view, type a segment name in the Segnent Nane field, type a
version number in the Ver si on field, or click on a hardware platform in the
Har dwar e field to select it.

NOTE: Leaveafield blank to return all values for that field.

STEP8: Search for information about the selected segment(s). Click on the Sear ch
Now button to search for information about segments you selected, or click on
View Al | Segment Fil esto searchfor information about all segments.

= [EE

File Edit ¥Yiew Go Eookmarkz Options Directory Window Help

| G| a2 &l @l @

Home Reload | [a0es Dpen Frink Find oy

o

Fepizi]

&

Eaci

Location: http: /7199 165 147 21 /Ramctelnstallys

What's Hew | What's Cool | Handbook| Het Search| Het birectory | Software|

Software Distribution and Management System

segment:

View All Segment Fles

Figure 5. Netscape: SDMS Home Page Screen
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STEP 9:

View information about the selected segment(s). The Net scape: Segnent
Cat al og screen appears (Figure 6). This screen lists segments that can be
downloaded and the size of each segment (in KB). Below each segment listed are
five boxes that contain the following information about the segment: the version,
the segment type, hardware type, segment requires, and segment conflicts.

NOTE: You may read the segment’s release notes by clicking on the segment name or read
the segment’ s requires and conflicts by clicking on the words Requi r es or Confli ct s.

STEP 10: Select the segments you want to download. Click on the checkbox(es) to the left

of the segments you want to download.

|

|- ]

File Edit ¥iew Go Bookmarkz Options Directory Window

Help

o | & =] 2 ]

Back Home Reload | Iia0es Cipen Find

oct)

Eorerd!

e

Frint

Location: http: /7199 165 147 21 fogi-bin/Renctelnstall/SearchSey

What's Hew | What's Cool | Handbook | et Search| Het Directory| Software|

Segment Catalog

SEGNMEMTS

sl I

2]

Figure 6. Netscape: Segment Catalog Screen
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NOTE: Make surethat the hardware is correct. The hardware for each segment is shown in
the third box below the segment.

NOTE: Click onthe DESELECT ALL SEGMVENTS button to deselect all selected segments.

STEP 11: Determineif the selected segment(s) will beinstalled on your machine or
loaded on the network installation server. Click on either the LOAD NETWORK
| NSTALLATI ON SERVEROption or the | NSTALL SELECTED SEGVENTSoOption.

STEP 12: Download the selected segment(s). Click on the DOANLOAD SEGVENTS button.

NOTE: Segmentswill take between afew minutes and a few hours to download.

The Segnent Installation Server window appearsif the LOAD NETWORK

| NSTALLATI ON SERVEROption was selected (Figure 1). The I nst al | er window
appearsif thel NSTALL SELECTED SEGVENTSoption was selected (Figure 2).
Except for their titles, these windows are identical. The Segment I nstal | ati on
Ser ver window is the same as the window that appears when the Segment
Install ation Server option is selected from the System Administration

Sof t war e pull-down menu, except that the Devi ce iISFI LE. Thelnstal | er
window is the same as the window that appears when the Segnent I nstal | er
option is selected from the System Administration Sof t war e pull-down menu,
except that the Devi ce ISFI LE.

STEP 13: Respond to the Netscape security warning. Read the message in the Net scape:
Security Warni ngscreen. Click ontheshow this Alert Next Timetoggleif
you want the security message to appear every time you load or install a segment
remotely. Then click on the Continue Submission button to continue performing
the load or installation.

When the segment has been transferred to the target machine by the WWW server, the
COElnstaller will load on the target machine. The segment(s) can then either be loaded on the
network installation server or installed on the target machine, depending on which option is
chosen.

It is recommended that segments be loaded on the network installation server and then installed
on the machine by running Segment Installer from the System Administration pull-down menu or
from the icon. Loading segments on the network installation server allows them to be installed on
many machines without installing them over the wide area network (WAN) and accessing the
repository machine. This alows for faster installations (LAN speed is faster than WAN speed).
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—_

The information you submit is ingecure and could be observed by
a third party while in transit. If you are submitting passwords,
credit card numbers, or other information you would like to keep
private, it would be safer for you to cancel the submission.

% Show this Alert Next Time

Cortinue Submission | Cancel Submission

Figure 7. Netscape: Security Warning Screen
222 Command LinePull

Segment transfer from a source to atarget site in pull mode can aso be accomplished using a
command line interface. You must first set up an anonymous FTP server on the repository
machine in order to use a command line interface.

The syntax for running the command line pull Remote Segment Installer tool is

COERnt I nstal |l <-g|-gi > <hostnane> <il enanme>

where COERnt | nst al | iSthe Remote Segment Installer tool name, - g and - gi  are supported
parameters, host name is the hostname or |P address of the source machine, and f i | enane isthe
full path of the segment installation file that isto be installed. The - g and - gi parameters are
mutually exclusive and may not be used to perform a push mode segment transfer or to perform
remote deinstallation. In addition, a hosthame and a filename must be specified for pull mode
operation.

The - g parameter sends the file across the network and launches the COElnstaller to load
segments on the network installation server only.

The - gi parameter sends the file across the network and launches the COEInstaller to install
segments on the local (target) machine.

Output from this operation is very similar to the output for the push operation. The segment file is
transferred across the network to the target machine. The segment installer will launch on the
local machine and the system administrator will be able to load the segments on the network
installation server or install them on the local machine according to the command line parameters
specified.
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If no command line parameters are specified, and hostname and filename are both omitted, the
tool operates in pull mode but with a GUI, as described in subsection 2.2.1, Graphical Pull. A
window appears to prompt the user for the IP address or hostname of the repository site. A
connection is then made to the repository site, if it isreachable, and alist of segment filesis

displayed for selection.
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3. Remote Deinstallation

The COERmtInstall tool also allows a source site to remove a segment remotely on a machine
located at the target site. Remote deinstallation is essentially accomplished by launching the target
machine’'s COEInstaller on the target machine from the source site. Once the COElnstaller is
launched, it echoes output to the source display, which alows an operator at the source site to
deinstall one or more segments. Remote segment deinstallation is accomplished using a command
line interface.

The syntax is

COERnt I nstall -1 <hostnanme>

where COERnt | nst al | iSthe Remote Segment Installer tool name, - | isthe supported parameter,
and host nane is the hostname or |P address of the target host machine. Remote deinstallation
does not use push or pull mode parameters. In addition, a hostname must be specified for remote
deinstallation.

After typing the command above, the operator receives a prompt for a user account and password
for the target machine. COERmtInstall will launch the COEInstaller on the target machine and
echo the output to the source display (see Figure 2). At this point, the operator at the source
location can install or deinstall one or more segments currently installed on the target machine.
Refer to the DIl COE System Administrator’s Guide (HP and Solaris) for more information
about installing and deinstalling segments.
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4. Remote Segment/Patch Installation

Follow the steps below to install a segment from a source site to atarget site.

STEP1: Runthe Makelnstall tool on the segment. Run Makelnstall on the segment
using the "write to disk" option. This creates a segment installation tar file. Refer
to the DIl COE Programming Guide (HP and Solaris) for information about
running the Makel nstall tool.

STEP2: Usethe COERmtInstall tool to send the segment installation file over the
network. Follow the stepsin Section 2, COERmtInstall Operation.

STEP 3. Ingtall the ssgment using the COEInstaller tool. Follow the stepsin Section 2,
COERmtInstall Operation.
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